
Sheriff’s App 

The Lapeer County Sheriffs 
Office now has their own app
 
The Sheriff has an app you can 
download for your smartphone both 
on iOS and Android.

Cyber & Personal Security Tips
Digital 
Threats

One of the biggest threat problems is data loss
In real estate the saying is ‘location, location, location’ as the biggest selling point for 
success. In the IT (information technology) world ‘back up, back up, back up’ would be one 
of the top points to make to anyone.

In the 20 years I’ve been doing IT I’ve seen so many people lose their data because they 
never backed it up. That data being everything from music to family photos, to photos of 
their pets, once in a lifetime vacations to critical documents and spreadsheets for their 
businesses. They lost it all, never to be recovered again. It’s all preventable too if they had 
known about or chosen to use a back up solution.

Those losses were predominately due to hardware failure of the computer they had been 
using for years and never had a problem with it. We live in an imperfect universe and we’re 
imperfect beings creating imperfect products. While we strive for perfection and creating 
products that never fail, there will always be a percentage that won’t live up to our standards 
and will fail to perform their intended tasks. Computers and mobile devices are no different. 
Hard drives fail. They’re mechanical devices that spin or rotate from between 5,400 rpms in 
a laptop to 15,000 rpms in an enterprise class server. They generate heat and friction and 
will eventually wear out. Are you prepared to restore the data on that drive when that day 
unexpectedly arrives?

Sometimes it’s a power outage or a brownout (low power fluctuating up and down in voltage 
to your home) that can wreak havoc on a computer. They require specific amounts of 
voltage and it has to be applied consistently otherwise you may corrupt the data on your 
machine or even cause capacitors to blow out on the mainboard. 

Other times an energetic child or dog may be tromping through your house and catch the 
power cord of a laptop and cause it to sail through the air and crash on the floor, causing the 
hard drive to crash too.

Malware is a growing cause of data loss
In addition to physical damage being a cause for data loss, so too is malware. Most 
notoriously is ransomware. You’ve probably heard of it on the nightly news or even might 
know someone who experienced it. Ransomware is basically something you downloaded 
inadvertently and unknowingly that takes over your computer and all of the files on it. The 
ransomware encrypts your files so that they are unusable and won’t even let you open them. 
Then the malicious actor will have setup a screen informing you of what happened and how 
you can recover your files. This almost always means paying them a large sum of money in 
a certain window of time. If you miss the window, say 24 hours, then the price to recover the 
files is doubled. From reports I’ve seen many people actually have good luck in receiving the 
decryption key after paying the cybercriminal their demand money. But it isn’t always the 
case depending on who is running the scam. But what choice do many people have in order 
to get their files back?

From pets to children to power outages, and malware, almost 
anything can cause you to lose your critical data.

Lapeer County 
Central Dispatch

Back up, Back up, Back up

Lapeer County 911 is a 
Smart 911 Center 

Through funding provided by 
the Michigan State Police 
we are partnered with the 
privately owned company 
Smart 911 to better help and 
serve our citizens in times of 
emergency.

The program is all opt-in 
which means that it is your 
choice to participate in the 
program. If you choose to 
participate you have the 
option to provide as much or 
as little personal information 
as you are comfortable with.

The data you provide is kept 
secure and private in the 
Smart911 database and is 
only visible to our 911 
dispatchers when you call 
911. At no other time is your 
information available to 
search or view by us or 
anyone else.

Learn more and sign up 
here:

https://www.smart911.com/ 
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Description:
Your Lapeer County Sheriff’s Office is 
committed to enforcing state/local 
laws and providing elite public safety 
services to the people of Lapeer 
County. Our mission is to protect the 
judiciary, execute orders of the 
courts, support our law enforcement 
partners and provide for the care, 
custody and guidance of legally 
incarcerated inmates. We are 
committed to executing these duties 
with professionalism, integrity, and 
compassion.

Use the app to receive special alerts 
like road closures, severe weather 
conditions, special law enforcement 
announcements to links to the sex 
offender registry, community 
resources and news to important 
telephone numbers.

You can also view inmate information 
for people in the Lapeer County Jail 
and visiting hours and other important 
times.

Go to the App Store or Google Play 
Store and search for ‘Lapeer Sheriff’ 
and download it for free today.



Other Malware Issues
Apart from ransomware is the general malware infections that can contribute 
to data loss. I’ve seen computers get infected with viruses and the only way to 
clean it was to wipe the computer clean and start over with a fresh install of 
Windows. These computers were never backed up and the contents were 
usually lost. Sometimes I was able to save some data from them and add 
them back, but that wasn’t usually the case.

There are all sorts of reasons for data loss and if your files are important to 
you or your business, it is very important to have a backup solution. I’ll outline 
a few solutions for you to consider below.

Back Up Solutions

Email Phishing

Some fake emails look legit
 
If you ever get an email from a trusted 
company or your bank and it just doesn’t 
look right, maybe its really close to looking 
legit, but not quite, it’s probably fake.

Many times you’ll get an email from what 
looks like your bank asking you to click a 
link to verify your information, like username 
and password or other personal details. 
Following that link will probably take you to 
a fake website that also looks similar to your 
bank (or trusted company) and when you 
enter your information, you’ve just given the 
bad guys the keys to your bank and money 
or company account.

When you get those emails and you’re not 
fully sure, call, stop by the bank or open 
your web browser and go directly to their 
website - don’t click the link in the email. 

Most banks and companies won’t email you 
to verify your information with them, usually 
because they already have it or they will 
send you actual US Mail letters instead.

If you’re unsure, just visit them directly and 
delete the suspicious email. Check with 
them for their privacy and security polices.

Data Loss Costs 

The costs of data loss are huge.
 
Ponemon Institute estimates an 
average breach cost of $3.5 million in 
2017, with a 27% probability that a 
U.S. company will experience a breach 
in the next 24 months that costs them 
between $1.1M and $3.8M. 

Those statistics were provided by 
https://www.csoonline.com/ and those 
are just the best estimates from US 
businesses. 

Consider your own personal costs if 
you suffer data loss from either 
physical damage, malware, 
ransomware or for any other reason.

Some things are incalculable when lost 
such as your favorite photos or content 
you’ve created that isn’t anywhere 
else.

If you’re running a business, even a 
small one, you stand to lose a lot, if not 
your whole business if you don’t have 
good backups of your data. You 
probably have financial data in 
programs or spreadsheets, customer 
databases, employee records and 
many other critical documents stored 
on your computers. 

Compare the costs for a backup 
solution verses the costs of losing it all 
and rebuilding the data, if you can.

It only makes sense to invest a relative 
small amount of money and effort to 
make a backup solution to help guard 
against data loss and malware 
infections or natural disasters that wipe 
everything away.

Software for Windows and macOS
If you use Microsoft Windows my favorite application is Veeam Agent for 
Windows Free. This is the one I use at home. It’s very simple and lightweight 
and is easy to setup and use, best of all its free.

https://www.veeam.com/windows-endpoint-server-backup-free.html

Another option to consider is Acronis True Image. This is a paid program and 
promises to be a full backup solution for all your needs.

https://www.acronis.com/en-us/personal/computer-backup/

If you use an Apple Mac computer, macOS has a built in backup solution called 
Time Machine.

https://support.apple.com/en-us/HT201250 

You can also use Apple’s Time Capsule which is a wifi router with a hard drive 
inside for use with Time Machine.

https://www.apple.com/airport-time-capsule/ 

Another option for Apple computers is Carbon Copy Cloner. I’ve used this one 
in the past and it works very well too. 

https://bombich.com/

All of these solutions will require you to have an external hard drive or SSD to 
backup your data to. I usually recommend getting a drive that has twice the 
storage space of your computers primary drive. So if you have a 500GB drive, 
look for a 1TB drive to backup to. This allows you to store long-term backups of 
your data so you can restore from further back in time if need be.

Online back up solutions
Some online or cloud-based solutions which don’t require any additional 
hardware are also viable options. But they do have subscription costs to 
consider. Additionally you need to be sure you’re comfortable with them storing 
your information in their servers. Read about their security policies before 
signing up.

Another thing to consider is the bandwidth they use to backup your stuff online. 
Most will limit what they use during backups so that your other Internet activities 
are not adversely affected. Read about their bandwidth and performance 
statements before signing up.

Backblaze: https://www.backblaze.com/cloud-backup.html

iDrive: https://www.idrive.com/

Carbonite: https://www.carbonite.com/

Mobile Backups

We’ll have a look at backup solutions for mobile devices in a future issue.

Coming Up Soon
Next time we’ll be talking about crypto mining, crypto jacking and crypto 
currencies. Its important to know what these are, how they work and what to 
watch out for.

Dangers Lurk At Any ClickDigital 
Threats

To Unsubscribe or Not?
 
Do you get emails from companies or 
people that you don’t remember signing up 
for?

Sometimes those emails are spam and 
sometimes they’re phishing attempts trying 
to steal your usernames and passwords to 
certain websites.

If you’re absolutely certain you signed up for 
a newsletter (like this one) and you’re not 
interested in receiving it any longer, you can 
be confident that you can use the 
unsubscribe link and it will do what you 
expect of it.

However, if you aren’t certain you ever 
signed up to receive that mailing, don’t click 
the unsubscribe button without verifying its a 
good link.

Clicking on that link if its spam or phishing 
will send the bad guys a message 
confirming that your email address is a good 
one. They won’t unsubscribe you and will 
instead continue sending you more and 
some will even sell your email address to 
other spam lists and you’ll start receiving 
even more spam email.

Instead of clicking on that unsubscribe link, 
send the email to your junk or spam folder 
and if you have an email account from a 
company that monitors those folders they 
can take those suspicious emails and learn 
from them and can write them into their own 
block lists.

So be sure you know you’ve signed up for a 
mailing before clicking unsubscribe.

Questions or Comments?

Do you have any questions or 
comments on the information in this 
newsletter?

Is there anything you would like to see 
us cover in a future issue?

Send us feedback here:

http://bit.ly/44dtfb

Sign up for our newsletter here: http://bit.ly/44DTSU
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